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This destructive, memory-resident worm propagates via email using SMTP commands

and arrives in the following format:

Subject:Welcome to Yahoo! Mail
Message Body: Welcome to Yahoo! Mail

Attachment: README.TXT .PIF

The attachment name contains 125 spaces betweent the . TXT and .PIF extensions, which helps to
disguise its .PIF extension from its email recipients. This worm uses a known vulnerability in Internet
Explorer-based email clients to execute the file attachment automatically. This vulnerability is also

known as Automatic Execution of Embedded MIME type.

This worm has a destructive payload of randomly deleting files in the current directory.
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