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HIHZE

7. Z<«$*EE¥E%‘%EEE§% EID)L7FEE

8. NHEMEHEE

9. NEEFEETIEA NAYEES
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11, EHiteE 2 4aes ~ BUENE S skfE (registry)
Hkey Local Machine\Software\Microsoft\Windows\Currentversion\Run
Hkey Local Machine\Software\Microsoft\Windows\Currentversion\RunService
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1. P/PORT i
® Nmap ( http://www.insecure.org/nmap )
€ (ping) nmap -sP 210.240.39.*
nmap -sP 210.240.39.0/24
€ (port) nmap -ST 210.240.39.3 (-sT ANEH)
¢ (port) nmap -sU 210.240.39.3
¢ (Stealth) nmap -sS 210.240.39.3
¢ (0S) nmap -O 210.240.39.3
® ipscan
€ Angry IP scanner ( www.angryziber.com/ipscan )
€ IP Network Browser ( ftp://www.newhua.com/IPNetworkBrowser.exe )

® Portscan
€ Portscan ( www.zone-h.com/en/download/category=39/ )

2. HRETT R AR
® netview ( & ipscan ~ portscan - K ZXHER A )
www.webattack.com/get/netview.shtml
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3. R

ISS (www.iss.net )

NESSUS ( www.nessus.org )

SATAN ( www.porcupine.org/satan )
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€ c:\con\con ; c:\nul\nul ; c:\aux\aux

¢ \\210.60.47.50\c\con\con N B FTE RS EE%EE read o Bl o] E 14

4. ARIEEIX
® BO2K ( bo2k.sourceforge.net)
® SubSeven ( home.t-online.de/home/TschiTschi/subseven 20.htm )

® mbRATE I H AR
€ cleaner (www.moosoft.com)
€ Trojan Hunter ( www.mischel.dhs.org/trojanhunter.jsp )

5. 4Bl tiEfEs
JK7A] ~ IPhacker ~ OICQ “f#ii ]~ Superscan3.0 ~ SCAIHEHER K ~ EFELREEE ~ Dt (V)
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6. HIHAR
® brutus ( www.hoobie.net/brutus/brutus-download.html )
® wwwhack ( http://www.gnusec.com/resource/security-stuff/Password Tools/ )

7. ARENZS
SNORT  ( www.snort.org )
(=) Pi%Zeras
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ZoneAlarm ( www.zonelabs.com )
Ré4d (www.skynet-taiwan.net ) ks — st H Tk — &L

o &
Lockdown2000
Blackice
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® DOS ( Denial of Service) ~ DDOS (Distribute Denial of Service )
® H{(f-fFs¥ ( Kaboom, Haktek )
Kaboom ( http://elitesecurity.addr.com/email.html )
S KESE A N YRR EUE PR
€ cemail remover ( http://www.eremover.bizhosting.com/ )
€ email chomper ( http://www.sarum.com/echomp.html )
® Ping to Death

® |P Spoofing
(7%) 2F4guk
1. www.stic.gov.tw i T &iE wERdE | — T SDI T

2. wWww.cert.org.tw
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3. www.rootshell.com
4., Linux ZEA5A4E
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